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1. Objectives 

The Worley group of companies is committed to protecting the privacy and security of 

your personal information.  

This Full Form privacy notice details how we collect and use personal information 

about you during and after your working relationship with us.  

It applies to all employees, workers and contractors. Each of the Worley group 

companies is a “data controller”. This means that we are responsible for deciding how 

we hold and use personal information about you. We are required under data 

protection legislation to notify you of the information contained in this notice.  

This full form privacy notice applies to current and former employees, workers and 

contractors. This notice does not form part of any contract of employment or other 

contract to provide services. We may update this notice at any time.  

It is important that you read this full form notice together with any other privacy 

notice we may provide on specific occasions when we are collecting or processing 

personal information about you, so that you are aware of how and why we are using 

such information.  

We have established a data protection office (DPO) to oversee compliance with this 

privacy notice. If you have any questions about this privacy notice or how we handle 

your personal information, please contact the DPO@Worley.com.  

2. Scope and Applicability 

We will comply with data protection law. This says that the personal information we 

hold about you must be: 

• used lawfully, fairly and in a transparent way; 

• collected only for valid purposes that we have clearly explained to you and not used 

in any way that is incompatible with those purposes; 

• relevant to the purposes we have told you about and limited only to those 

purposes; 

• accurate and kept up to date; 

• kept only as long as necessary for the purposes we have told you about; and 

• kept securely. 

2.1 The kind of personal information we hold 

Personal data, or personal information, means any information about an individual 

from which that person can be identified. It does not include data where the identifiers 

have been removed (anonymous data). 

mailto:DPO@Worley.com
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We will collect, store, and use the following categories of personal information about 

you:  

• Personal contact details such as name, title, addresses, telephone numbers, and 

personal email addresses. 

• Date of birth. 

• Gender. 

• Marital status and dependents. 

• Next of kin and emergency contact information. 

• National Insurance number. 

• Bank account details, payroll records and tax status information. 

• Salary, annual leave, pension and benefits information. 

• Location of employment or workplace. 

• Recruitment information (including copies of right to work documentation, 

references and other information included in a CV or cover letter or as part of the 

application process). 

• Employment records (including job titles, work history, working hours, training 

records and professional memberships). 

• Compensation history. 

• Performance information. 

• Disciplinary and grievance information. 

• CCTV footage and other information obtained through electronic means such as 

swipe card records. 

• Information about your use of our information and communications systems. 

• Photographs.  

• Citizenship and immigration status. 

We may also collect, store and use the following “special categories” of more sensitive 

personal information: 

• Information about your race or ethnicity, religious beliefs, sexual orientation and 

political opinions. 

• Trade union membership.  

• Information about your health, including any medical condition, health and sickness 

records.  

• Information about criminal convictions and offences. 
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3. Requirements to be met 

The subsections below set forth details regarding Personal Information. 

3.1 How is your personal information collected 

We have and will collect additional personal information about you during your job-

related activities with us. We also collect personal information about you through our 

application and recruitment processes, either directly from you or sometimes from 

third parties. The third parties from who we may have collected your personal 

information include: 

• recruitment or human resource service providers; 

• health professionals; 

• insurers and insurance brokers; 

• nominated referees; 

• credit reporting agencies; and 

• police and other law enforcement agencies. 

We will provide you with information about the source of the personal information that 

we collect from third parties (including if your personal information came from a 

publicly accessible source) and details about what personal information such third 

parties have provided to us wherever necessary. 

3.2 How we will use information about you 

We will only use your personal information where we are allowed to do so under the 

applicable law. Most commonly, we will use your personal information in the following 

circumstances: 

• where we need to perform the contract, we have entered into with you; 

• where we need to comply with a legal obligation; and 

• where it is necessary for our legitimate interests (or those of a third party) and 

your interests and fundamental rights do not override those interests. 

We may also use your personal information in the following situations, which are likely 

to be rare: 

• where we need to protect your interests (or another person’s interests); 

• where it is needed in the public interest or for official purposes. 

We need all the categories of personal information listed as special categories in the 

section 3.1 above primarily to allow us to: 

• perform our contract with you; 

• to enable us to comply with legal obligations; and 

• in some cases, we may use your personal information to pursue legitimate interests 

of our own or those of third parties, provided your interests and fundamental rights 

do not override those interests. 
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We attach at Appendix A to this employee privacy notice a link to the matrix mapping 

the kind of personal information we hold about you against the legal basis for 

processing the information and the situations in which we will use the information (as 

all set out in section 3.1). 

3.3 If you fail to provide personal information 

If you fail to provide certain information when requested, we may not be able to 

perform the contract we have entered into with you (such as paying you or providing 

a benefit), or we may be prevented from complying with our legal obligations (such as 

to ensure the health and safety of our workers). 

3.4 Change of purpose 

We will only use your personal information for the purposes for which we collected it, 

unless we reasonably consider that we need to use it for another reason and that 

reason is compatible with the original purpose. 

If we need to use your personal information for an unrelated purpose, we will notify 

you and we will explain the legal basis which allows us to do so. 

Please note that we may process your personal information without your knowledge or 

consent, in compliance with the above rules, where this is required or permitted by 

law. 

3.5 How we use particularly sensitive personal 

information 

“Special categories” of particularly sensitive personal information require higher levels 

of protection. We need to have further justification for collecting, storing and using 

this type of personal information. We may process special categories of personal 

information in the following circumstances: 

• in limited circumstances, with your explicit written consent 

• where we need to carry out our legal obligations and in line with our Privacy Policy 

• where it is needed in the public interest, such as for equal opportunities monitoring 

or in relation to our pension scheme, and in line with our Privacy Policy; and 

• where it is needed to assess your working capacity on health grounds, subject to 

appropriate confidentiality safeguards. 

Less commonly, we may process this type of information where it is needed in relation 

to legal claims or where it is needed to protect your interests (or another person’s 

interests) and you are not capable of giving your consent, or where you have already 

made the information public. We may also process such information about employees, 

workers and contractors or former employees, workers and contractors in the course 

of legitimate business activities with the appropriate safeguards. 
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3.6 Our obligations as an employer with regards to 

sensitive personal information 

We will use your particularly sensitive personal information in the following ways: 

• We will use information relating to leaves of absence, which may include sickness 

absence or family related leaves, to comply with employment and other laws. 

• We will use information about your physical or mental health, or disability status, to 

ensure your health and safety in the workplace and to assess your fitness to work, 

to provide appropriate workplace adjustments, to monitor and manage sickness 

absence and to administer benefits. 

• We will use information about your race or national or ethnic origin, religious, 

philosophical or moral beliefs, or your sexual life or sexual orientation, to ensure 

meaningful equal opportunity monitoring and reporting. 

• We will use trade union membership information to pay trade union premiums, 

register the status of a protected employee and to comply with employment law 

obligations. 

We do not need your consent if we use “special categories” of your personal 

information in accordance with our written policy to carry out our legal obligations or 

exercise specific rights in the field of employment law. In limited circumstances, we 

may approach you for your written consent to allow us to process certain particularly 

sensitive data. If we do so, we will provide you with full details of the information that 

we would like and the reason we need it, so that you can carefully consider whether 

you wish to consent. You should be aware that it is not a condition of your contract 

with us that you agree to any request for consent from us. 

3.7  Information about criminal convictions 

We may only use your personal information relating to criminal convictions where the 

law allows us to do so. This will usually be where such processing is necessary to 

carry out our obligations and provided we do so in line with our Privacy Policy. 

Less commonly, we may use your personal information relating to criminal convictions 

where it is necessary in relation to legal claims, where it is necessary to protect your 

interests (or another person’s interests) and you are not capable of giving your 

consent, or where you have already made the information public. 

We may also process such information about employees, workers and contractors or 

former employees, workers and contractors in the course of legitimate business 

activities with the appropriate safeguards. 

We will only collect information about criminal convictions if it is appropriate given the 

nature of the role and where we are legally able to do so. Where appropriate, we will 

collect information about criminal convictions as part of the recruitment process or we 

may be notified of such information directly by you during your employment with us. 
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3.8 Automated decision-making 

Automated decision-making takes place when an electronic system uses personal 

information to make a decision without human intervention. We are allowed to use 

automated decision-making in the following circumstances: 

• If required by applicable law, where we have notified you of the decision and given 

you 21 days to request reconsideration. 

• Where it is necessary to perform the contract with you and appropriate measures 

are in place to safeguard your rights. 

• In limited circumstances, with your explicit written consent and where appropriate 

measures are in place to safeguard your rights. 

If we make an automated decision based on any particularly sensitive personal 

information, we must have either your explicit written consent or it must be justified 

in the public interest, and we must also put in place appropriate measures to 

safeguard your rights. You will not be subject to decisions that will have a significant 

impact on you based solely on automated decision-making, unless we have a lawful 

basis for doing so and we have notified you. 

If we make an automated decision solely on the grounds listed above in this section, 

you will have the right to request human intervention with regards to that automated 

decision and to contest such decision in accordance with our Privacy Policy. 

3.9  Data sharing 

We may have to share your data with third parties, including third-party service 

providers and other entities in the group.  

We require third parties to respect the security of your data and to treat it in 

accordance with the law. 

Because Worley operates globally, we may transfer your personal information outside 

a country other than your own. For a guide to the countries in which we operate, 

please click here. 

If we do, you can expect a similar degree of protection in respect of your personal 

information. 

3.10 Why might you share my personal information with 

third parties? 

We will share your personal information with third parties where required by law, 

where it is necessary to administer the working relationship with you or where we 

have another legitimate interest in doing so. 

 

https://www.worley.com/contacts
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3.11 Which third-party service providers process my 

personal information? 

“Third parties” includes third-party service providers (including contractors and 

designated agents) and other entities within our group. The following activities are 

carried out by third-party service providers: 

a. Payroll; 

b. Pension administration; 

c. Benefits provision and administration; 

d. IT services; 

e. Finance and Accounts services 

f. Insurance; 

g. Office building management; 

h. Security; 

i. Health and Safety; 

j. Office Equipment services; 

k. Background checks; 

l. Learning and Development; 

m. Mobility services; 

n. Outplacement services; 

o. Immigration, visas and permits; 

p. Statutory Reporting; 

q. Talent Management; 

r. Recruitment; 

s. Leave Management. 

3.12 How secure is my information with third-party 

service providers and other entities in our Group? 

All our third-party service providers and other entities in the group are required to 

take appropriate security measures to protect your personal information in line with 

our policies. We do not allow our third-party service providers to use your personal 

data for their own purposes. We only permit them to process your personal data for 

specified purposes and in accordance with our instructions. 

3.13 When might you share my personal information 

with other entities in the Group? 

We will share your personal information with other entities in our group worldwide as 

part of our regular reporting activities on company performance, in the context of a 

business reorganization or group restructuring exercise, for system maintenance 

support and hosting of data, for employees, workers and contractors within the Group 

to locate each other, human resources management, health, safety and security 

management, enterprise resource planning, electronic time and expense reporting, 

compliance and regulatory obligations, and to maintain accounts and records of the 

Group’s business activities. 
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3.14 What about other third parties? 

We may share your personal information with other third parties, for example in the 

context of the possible sale or restructuring of the business. We may also need to 

share your personal information with a regulator, for the purposes of seeking legal or 

other professional advice, or to otherwise comply with the law. Worley may also need 

to disclose your personal information when we bid for work or where customers or 

potential customers require information in order to comply with our contractual 

obligations to that customer or potential customer. 

3.15 Transferring information outside the EU 

We may transfer the personal information we collect about you to countries outside 

the EU in order to process your personal information on one of the grounds listed 

above. It is possible that the European Commission will have deemed such countries 

adequate. This means we can transfer your personal information to those countries as 

they will provide an adequate level of protection for your personal information. 

However, not all countries to which we may transfer your personal information will be 

deemed adequate by the European Commission. To ensure that your personal 

information does receive an adequate level of protection we have put in place 

standard contractual clauses approved by the European Commission with those third 

parties wherever necessary. This ensures that your personal information is treated by 

in a way that is consistent with, and which respects the applicable laws on data 

protection. 

3.16 Data security 

We have put in place measures to protect the security of your information. Details of 

these measures are available on the Worley intranet. 

Third parties will only process your personal information on our instructions and where 

they have agreed to treat the information confidentially and to keep it secure. We 

have put in place appropriate security measures to prevent your personal information 

from being accidentally lost, used or accessed in an unauthorized way, altered or 

disclosed. In addition, we limit access to your personal information to those 

employees, agents, contractors and other third parties who have a business need to 

know. They will only process your personal information on our instructions and they 

are subject to a duty of confidentiality. 

We have put in place procedures to deal with any suspected data security breach and 

will notify you and any applicable regulator of a suspected breach where we are 

legally required to do so. 

3.17 Data retention 

We will only retain your personal information for as long as necessary to fulfil the 

purposes we collected it for, including for the purposes of satisfying any legal, 

accounting, or reporting requirements. To determine the appropriate retention period 

for personal data, we consider the amount, nature, and sensitivity of the personal 

data, the potential risk of harm from unauthorized use or disclosure of your personal 
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data, the purposes for which we process your personal data and whether we can 

achieve those purposes through other means, and the applicable legal requirements. 

In some circumstances we may anonymize your personal information so that it can no 

longer be associated with you, in which case we may use such information without 

further notice to you.  

Once you are no longer an employee, worker or contractor of the company we will 

retain and securely destroy your personal information in accordance with our privacy 

policy and the law. However, if your personal information is subject to a legal hold 

because of our ongoing legal obligations in connection with investigations, third party 

demands, or possible litigation, we may preserve your personal information for so 

long as it is subject to such legal hold. 

3.18 Your rights with regards to your personal 

information 

It is important that the personal information we hold about you is accurate and 

current. Please keep us informed if your personal information changes during your 

working relationship with us. 

Under certain circumstances and by law, you have the right to: 

• Request access to your personal information (commonly known as a “data subject 

access request”). This enables you to receive a copy of the personal information we 

hold about you and to check that we are lawfully processing it. 

• Request correction of the personal information that we hold about you. This enables 

you to have any incomplete or inaccurate information we hold about you corrected. 

Worley's staff may request corrections or supplements to their personal information 

by writing to their Location People Group Leader. 

• Request erasure of your personal information. This enables you to ask us to delete 

or remove personal information where there is no good reason for us continuing to 

process it. You also have the right to ask us to delete or remove your personal 

information where you have exercised your right to object to processing (see 

below). 

• Object to processing of your personal information where we are relying on a 

legitimate interest (or those of a third party) and there is something about your 

particular situation which makes you want to object to processing on this ground. 

You also have the right to object where we are processing your personal 

information for direct marketing purposes. 

• Request the restriction of processing of your personal information. This enables you 

to ask us to suspend the processing of personal information about you, for example 

if you want us to establish its accuracy or the reason for processing it. 

• Request the transfer of your personal information to another party. 

• Right to withdraw consent. In the limited circumstances where you may have 

provided your consent to the collection, processing and transfer of your personal 

information for a specific purpose, you have the right to withdraw your consent for 
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that specific processing at any time. To withdraw your consent, please contact us 

here. 

Once we have received notification that you have withdrawn your consent, we will no 

longer process your information for the purpose or purposes you originally agreed to, 

unless we have another legitimate basis for doing so in law. 

• Right to complain. You have the right to make a complaint at any time to a relevant 

supervisory data authority. 

Note that withdrawing your consent and the subsequent discontinuation of data 

processing does not affect the validity of any processing carried out prior to your 

withdrawal of consent. 

If you want to review, verify, correct or request erasure of your personal information, 

object to the processing of your personal data, or request that we transfer a copy of 

your personal information to another party, please make your request here. You will 

not have to pay a fee to access your personal information (or to exercise any of the 

other rights). However, we may charge a reasonable fee if your request for access is 

clearly unfounded or excessive. Alternatively, we may refuse to comply with the 

request in such circumstances. 

4. Responsibilities 

Responsibility Action 

Worley’s Data 
Protection Office (DPO)  

Worley’s Data Protection Office (DPO) reserves the right to update this 
privacy notice at any time, and we will provide you with a new privacy notice 
when we make any substantial updates. We may also notify you in other ways 
from time to time about the processing of your personal information. 

5. Definitions 

None. 

6. References 

None.

https://privacyportal-de.onetrust.com/webform/1d788390-729d-4195-bfa4-29c89c85c1c5/08acb15a-1e28-4527-869f-feabf9607018
https://privacyportal-de.onetrust.com/webform/1d788390-729d-4195-bfa4-29c89c85c1c5/08acb15a-1e28-4527-869f-feabf9607018
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Appendix A. Lawful Grounds Matrix 
Click here to go to KS-CD-LST-0002 Lawful Grounds Matrix List.  

https://worleyparsons.sharepoint.com/sites/Knowledge_Management/funcstds/funcs/Lists/FS/DispForm.aspx?ID=856&Source=https%3A%2F%2Fworleyparsons%2Esharepoint%2Ecom%2Fsites%2FKnowledge%5FManagement%2Ffuncstds%2Ffuncs%2FLists%2FFS%2FAllItems%2Easpx%23InplviewHashef01c9b8%2D6f40%2D4f64%2Da58e%2D252c3144d5d6%3DFilterField1%253DBusiness%25255Fx0020%25255FProcess%2DFilterValue1%253DData%252520Protection%252520Office&ContentTypeId=0x0100585F3F9FEE9BAE4B9D5DCB8929BB4B9A
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Revision History 

Rev No Rev Date Description of Change IS ID 

Rev 2 24 February 2025 • Added "Citizenship and immigration status" in 
section 2.1. 

• Modification of the style of headings: remove 
capitalization of each letter to have the same format 
of all notices. 

4222 

Rev 1A 04 April 2022 Minor correction made. 1909 

The "Lawful Grounds Matrix List" is now established in 
the Knowledge System. Link is available in Appendix A 
of this document. 

1910 

Rev 1 01 February 2022 • Re-titled document from "Employee Privacy 
Standard" to "Employee Privacy Notice - Long 
Format". 

• Minor updates throughout the whole document. 

1755 

Rev 0 01 December 2019 Issued for use. N/A 
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